Property

Email Security Compliance — Two Factor Authentication (2FA) or Multifactor
Authentication (MFA)

MPFA or 2FA makes it difficult for an unauthorized person to access your email. If any other person
guessed or hacked your password and tries to access your email, they will not be able to login into your
email without you authorizing it via your phone. An example of 2 FA or MFA is the TAC code for your
bank login. With this, we can avoid hackers pretending to be you soliciting money from your
clients/vendors via email.

User Guide to Turn On Email 2FA or MFA

Gmail : https://support.google.com/accounts/answer/185839?hl=en&co=GENIE.Platform%3DDesktop

Yahoo :

https://help.yahoo.com/kb/SLN5013.html?guccounter=1&guce referrer=aHROcHM6Ly93d3cuZ29vZ2xIL
mNvbS8&guce referrer sig=AQAAAN63gwRrU0z -

59ce9saNvyJ1wmkXffXAnDmO 0O2FdUBzGQ2A mawELbQyYI40559LdHO0e591NpYKDitAswQsI3VUQo4f
8LN6dU8flejfFMNBtw6G3LyM4sQV0Ov4AwPBFpPGI85Po5E3tUBFXz3H4QHDtD4bnJzZIOODtF7YYZ5NWN

iCloud : https://support.apple.com/en-gb/guide/iphone/iphd709a3c46/ios

Hotmail : https://support.microsoft.com/en-us/account-billing/how-to-use-two-step-verification-with-
your-microsoft-account-c7910146-672f-01e9-50a0-93b4585e7eb4

Outlook : https://support.microsoft.com/en-us/account-billing/how-to-use-two-step-verification-with-
your-microsoft-account-c7910146-672f-01e9-50a0-93b4585e7eb4

AOL: https://help.aol.com/articles/2-step-verification-stronger-than-your-password-alone

Mail.com :
https://www.mail.com/security/2fa/#:~:text=You%20will%20find%20the%202FA,save%20your%20cell%
20phone%20number.

Yandex : https://yandex.com/support/id/authorization/twofa-on.html

Titan : https://help.titan.com/en us/two-factor-authentication-
S1gpgyKB54#:~:text=Go%20t0%20Titan.com%20and,mentioned%20above%2C%200n%20your%20smart

phone
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GMX : https://support.gmx.com/security/2fa/login.html

Hubspot : https://knowledge.hubspot.com/account/how-can-i-set-up-two-factor-authentication-for-
my-hubspot-login

Contact your respective IT representatives if you still face any issues setting up Multifactor
Authentication (MFA) or Two-Factor Authentication (2FA) to your email.
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